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Abstract: This article aims to examine 
the use of  contact tracing apps during 

the COVID-19 pandemic in a context of  ris-
ing government surveillance and digital au-
thoritarianism. Through a data protection 
perspective, we will consider key attributes 
of  these softwares such as system architec-
ture and data management, and examine their 
main privacy implications. We briefly explore 
some of  the surveillance methods employed 
around the world and reflect on its implica-
tions for individual freedoms and democracy. 
At last, we examine the findings of  a system-
atic review of  the effectiveness of  automated 
contact-tracing for preventing the spread of  
the novel coronavirus.

Keywords: Data protection. Govern-
ment surveillance. Contact tracing. Privacy. 
Digital authoritarianism.

1 Why data matters: surveillance 
and digital authoritarianism

In 2018, the Cambridge Analytica (CA) 
data scandal revealed how, through Facebook, 
the company had been harvesting user data 
without their consent, and using it to influ-
ence voter preference and election results. An 
app owned by CA was offered on the social 
media platform to thousands of  users, who 
were paid to complete an online survey and 
consented on having their data collected for 
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“academic purposes”. Although Facebook’s 
platform policy prohibits the collection of  us-
ers’ friends’ data for commercial or advertising 
purposes,1 CA was able to gather data from 87 
million Facebook users, albeit only 270 thou-
sand people had downloaded the app.2 This in-
formation was then used for online political mi-
crotargeting which, by removing the political 
debate from the public sphere, poses a threat of  
manipulation as well as voter suppression, and 
facilitates the spread of  misinformation.3 The 
Cambridge Analytica case shone light not just 
on this one instance of  illegal data harvesting 
and its political use, but on how little control 
and knowledge governments and civil society 
have over the way private companies collect, 
store and share citizens’ data.

The debate on how “Big Tech” – the 
dominant companies in the information tech-
nology sector, often referred to as “Big Four/
Five” in reference to Amazon, Google, Face-
book, Apple, and sometimes Microsoft – ben-
efit economically and even structure their 
business model on the user data they ag-
gressively collect, often without appropri-
ate consent, has been ongoing among privacy 
law experts, digital rights activists, political 
philosophers and social scientists concerned 
about democratic decline, and even liberal 
economists, entrepreneurs and lawyers who 
advocate for breaking up the Big Four on 
the grounds of  how monopoly stifles inno-
vation and competition.4 For Harvard Busi-
ness School professor Shoshana Zuboff, the 
contemporary approach of  Big Tech and 
private enterprise towards user data has in-
stituted a “new economic order that claims 
human experience as free raw material for 
hidden commercial practices of  extraction, 
prediction, and sales”5 she labels surveillance 
capitalism. Zuboff  unravels how, through ma-
chine intelligence, data is used to fabricate 
extremely lucrative prediction products – that 
is, predictions of  future user behaviour. In 

the competitive search for ever-more-predic-
tive behavioural data, companies have real-
ized the efficiency of  nudging consumer be-
haviour into more profitable outcomes. This 
has produced a shift “in which automated ma-
chine processes not only know our behavior 
but also shape our behavior at scale”6. 

Furthermore, the threat of  the use of  
digital surveillance in order to track and sup-
press political dissidents – known as digital au-
thoritarianism – is present throughout the de-
mocracy spectrum.7 According to Freedom 
House, the COVID-19 pandemic has accelerat-
ed an already sharp process of  decline in inter-
net freedom across the world:

[...] authorities cited COVID-19 to justi-
fy expanded surveillance powers and the 
deployment of  new technologies that were 
once seen as too intrusive. The public health 
crisis has created an opening for the digitiza-
tion, collection, and analysis of  people’s most 
intimate data without adequate protections 
against abuses. Governments and private en-
tities are ramping up their use of  artificial 
intelligence (AI), biometric surveillance, and 
big-data tools to make decisions that affect 
individuals’ economic, social, and political 
rights. Crucially, the processes involved have 
often lacked transparency, independent over-
sight, and avenues for redress. These practic-
es raise the prospect of  a dystopian future in 
which private companies, security agencies, 
and cybercriminals enjoy easy access not 
only to sensitive information about the plac-
es we visit and the items we purchase, but 
also to our medical histories, facial and voice 
patterns, and even our genetic codes.8

In the following topics, we will address 
how this process of  increased surveillance and 
data collection has played out in regards spe-
cifically to the development and promotion of  
apps relying on GPS monitoring in order to 
track cases of  potential exposure to the SARS-
CoV-2 virus.
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2 The emergence of  COVID-19 and 
contact tracing

In December 2019, doctors and medi-
cal researchers based in Wuhan, capital of  the 
central chinese Hubei province, were hustling to 
identify the origin of  the pneumonia-like disease 
which had quickly infected dozens of  the city’s 
residents.9 On January 3rd, 2020, the National In-
stitute of  Viral Disease Control and Prevention 
identified the first complete genome of  the virus 
subsequently designated as SARS-CoV-210 on a 
patient’s fluid samples11; 16 days later, there were 
198 confirmed cases in Wuhan, with reported cas-
es in Japan, South Korea, Thailand, and elsewhere 
in China.12 On January 30th, 2020, when virus pa-
tients had been diagnosed in 18 countries outside 
China, the World Health Organization (WHO) 
declared the novel coronavirus outbreak a public 
health emergency of  international concern under 
the International Health Regulations.13

By January 5st, 121 close contacts of  the 
infected patients had been identified and placed 
under medical observation;14 before the end of  
the month, Wuhan had been placed under a strict 
lockdown, and completely isolated from the rest 
of  the country.15 As more information on the virus 
and its disease were uncovered, rapid case identi-
fication and contact tracing quickly became key 
strategies for public health response. With a mean 
incubation period of  3 to 9 days16 and evidence of  
pre-symptomatic transmission,17 isolating poten-
tially infected individuals before they went on to 
further spread the disease became a complex chal-
lenge for public health officials and governments 
worldwide. 

The challenges of  “analogic” contact trac-
ing are plenty. First and foremost, the process of  
conducting individual interviews is time consum-
ing and, in contexts where the daily caseload is on 
the rise, can quickly overwhelm health officials. 
Secondly, the information provided by the inter-
viewees on the places they have visited and the 
people they have come in contact with within a 
certain time frame is subject to inaccuracies due to 

memory lapses.18 At last, for various reasons, peo-
ple may lie or omit information on their where-
abouts and encounters, or may not wish to come 
forward and undergo a contact tracing interview. 
South Korea was confronted with this challenge 
in May 2020, when a virus outbreak in bars and 
clubs known to cater to the LGBTQ+ population 
in the bohemian district of  Itaewon, in Seoul, in-
fected over 200 people19. Due to the stigma faced 
by this community, many were unwilling to re-
port that they had attended the nightlife estab-
lishments and get tested, for fears of  having their 
sexuality outed to the public. The mayor of  Seoul 
guaranteed anonymity for all those seeking test-
ing in connection to the Itaewon cluster, but ap-
prehensiveness over privacy breaches remained.20

The importance of  the rapid detection of  
new cases in the early moments of  an outbreak or-
der to prevent small-scale clusters from evolving 
into a scenario of  sustained community transmis-
sion was becoming increasingly clear. According 
to the WHO, “surveillance, rapid response teams, 
and case investigation” is one of  the main pillars in 
COVID‑19 preparedness and response planning.21 
While thousands of  workers were hired to to 
work full time in contact tracing,22 many countries 
have also resorted to technology and surveillance 
for the solution. Contact tracing apps developed 
for smartphones will track their users’ location 
and alert them when they have come in close con-
tact with someone infected by the virus; thus, po-
tentially exposed individuals can rapidly seek test-
ing and prevent further contagion.

3 Key features of  contact tracing apps 
and privacy aspects

Contact tracing apps have now been 
launched by dozens of  countries around the 
world, with varied architectures and approach-
es to data privacy, and while most attempt to en-
courage citizens to install the softwares, more 
authoritarian-inclined governments have made 
their usage mandatory. The main privacy consid-
erations rotate around concerns over the access 
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which third parties may gain to citizens’ Personal-
ly Identifiable Information (PII) and location, and 
how this data can be used by governments for pur-
poses other than epidemiological control, or once 
the pandemic is over. We will approach selected 
aspects of  system architecture and data manage-
ment in order to address possible implications for 
user privacy.

The essence of  digital contact tracing is lo-
cation data, which may be collected through a num-
ber of  different technologies which can be used to 
infer the user’s absolute or relative location. Sys-
tems based on absolute location data (gathered 
through GPS location, WiFi access points, or cell 
towers) monitor users’ movement constantly and 
are widely deemed to be more intrusive in terms 
of  personal privacy; however, although they offer 
a broad view on the mobility patterns of  individ-
uals, the generated data may not be sufficiently 
precise to determine epidemiological close con-
tact proximity. On the other hand, relative loca-
tion data obtained through the pairing of  two de-
vices with Bluetooth technology can offer more 
precise information, but would require that a large 
percentage of  the population install the applica-
tion in order to be effective.23 Also, distance esti-
mation may vary depending on the power level of  
the transmission of  the Bluetooth signal, which 
varies in different phones, while the transmission 
patterns from the same device may be affected 
by the use of  a phone case or the orientation of  
the phone’s antenna.24 On the efficiency of  con-
tact-tracing apps in regards to proximity estima-
tion, Ahmed et al concluded that 

Claims of  ‘‘guaranteed’’ accuracy of  order 1m 
by any current app should therefore be consid-
ered with some scepticism. [...] with the tech-
niques used by current apps for proximity esti-
mation, there would still be many false positives 
and false negatives. The proximity estimate 
may indicate close contact, whereas the actual 
contact is far off  or erroneously indicates that 
it is far off  when it is nearby. Similarly, a close 
contact as perceived by distance estimation 

does not always translate into an exposed case 
as there may be a wall/obstruction between the 
two individuals (e.g., two adjacent apartments), 
or the contact has occurred in open space where 
chances of  infection are lower. However, get-
ting false positives is not as disastrous, as they 
only result in additional tests for these false cas-
es. False negatives are a more significant issue 
as these are considered a missed opportunity to 
register contact with a positive case.25

The types of  system architecture more 
commonly adopted for the collection of  this data 
are the centralized, decentralized, and hybrid ap-
proaches, which we will briefly explore. The main 
feature of  the centralized architecture is the cen-
tral server which stores encrypted PII information, 
generates privacy-preserving temporary identifi-
cations (TempID) for each registered device, per-
forms risk analysis, and notifies close contacts of  
an infected individual.26 Therefore, data stored by 
the central server includes users’ personal infor-
mation such as name, phone number, age range 
and ZIP code, as well as users’ TempIDs, and con-
tact details for positive cases and close contacts of  
each of  the positive cases.27 An attack on the serv-
er, therefore, could jeopardize the privacy of  all 
users and their respective contacts.28

The decentralized architecture aims to pre-
vent data leaks by avoiding the accumulation of  
responsibilities on a single server. In this model, 
the attributions are moved to the user’s personal 
device, which will generate an anonymous identi-
fier and process the exposure notifications and risk 
analysis.29 In this scenario, the only data stored by 
the server are the seeds voluntarily uploaded by 
users diagnosed with the virus.30 Smartphones, 
however, tend to be less secure than a server, and 
the user is vulnerable to having the device stolen, 
or being coerced into granting a third party access 
to the stored data. Also, malicious attacks could 
succeed at de-anonymised users’ personal infor-
mation and identify COVID-19-positive users by 
downloading the seeds uploaded to the server, if  
the attackers gained access to data collected from 
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side-channel context information31. 
At last, the hybrid model shares the tasks 

between server and user device: while the genera-
tion and management of  temporary identifiers re-
main decentralised, the tracing process itself  (that 
is, risk analysis and notification) is performed by 
the server.32 Data stored by the server includes de-
vice ID, Private Encounter Tokens voluntarily re-
ceived from positive cases, metadata from positive 
cases, and Private Encounter Tokens uploaded 
from other users e for a risk analysis to be carried 
out by the server.33 The de-anonymization risk en-
countered in the hybrid systems “adopt additional 
advanced privacy enhancement methods such as 
secret sharing, decisional Diffie-Hellman (DDH), 
and private set intersection”34.

Contact tracing apps currently being devel-
oped or already at use in different countries have 
made a range of  choices in regard to system ar-
chitecture and other features. Apps such as Trac-
eTogether, deployed by the Singaporean govern-
ment; CovidSafe, launched by the government of  
Australia; the French Stop-Covid app; and Aarogya 
Setu, which collects both absolute and relative data 
and whose download has been made mandatory 
by the Indian government for certain segments 
of  the population,35 are all based on centralized 
architecture.36 On the other hand, the exposure 

notification system developed by Apple and Goo-
gle adopts a decentralised model, as does the Is-
raeli HaMagen app.37 Another relevant issue is the 
lack of  transparency verified in the vast majority 
of  currently active contact tracing apps, for which 
Ahmed et al. suggest two main approaches. First-
ly, the app’s source code should be open, and sub-
jected to periodic reviews and trusted third-party 
audits, and secondly, the carrying out of  Privacy 
Impact Assessment should be a basic requirement 
for all functioning apps.38

4 Surveillance methods and threats to 
user privacy

Although any kind of  data collection and 
storage will pose some degree of  risk to data pri-
vacy and individual liberties due to the impossibil-
ity of  fully eliminating threats of  leaks, malicious 
attacks or misuse, the surveillance tools employed 
by some countries evidently exceed the amount of  
monitoring required for epidemiological purposes. 
Below, we reproduce a chart produced by Tehil-
la Shwartz Altshuler and Rachel Aridor Hersh-
kovitz, researchers at the Israel Democracy Insti-
tute, which lists a variety of  surveillance methods, 
ranked from more intrusive to less, adopted by 
various countries, pointing out how these states 
rank in the Freedom House Democracy Index.

		  Figure 1 - Freedom House Democracy Index 
 
 
 
 
 
 
 
 

 
 

		   

		  Source: Israel Democracy Institute39
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The chart ranged from central mandatory 
mass surveillance in China, where telecom provid-
ers share user data with authorities and facial rec-
ognition cameras identify pedestrians and measure 
their body temperature from a distance, until decen-
tralized apps developed by European states, more 
strictly bound by data protection law, where loca-
tion data collection should be bound by consent or 
anonymization.40 South Korea and Taiwan, despite 
being relatively well-ranked by Freedom House, 
have deployed extensive surveillance methods and 
collected location data in a mandatory fashion. Pre-
vious experience with epidemics such as SARS and 
swine flu left a legacy of  epidemic-specific legisla-
tion, which, in Taiwan, “authorizes the healthcare 
service to conduct broad epidemiological studies, 
and impose sanctions on those who refuse to coop-
erate with it”41 and “ permits people to refuse to take 
part in an epidemiological investigation, but [sub-
jects them] to sanctions if  this refusal cannot be jus-
tified”42 in South Korea. In regards to the Chinese 
mass surveillance system, philosopher Byung-Chul 
Han notes: 

Critical awareness of  digital surveillance is 
practically non-existent in Asia. There is al-
most no talk of  data protection, including 
liberal states like Japan and Korea. No one 
is irritated by the authorities’ frenzy to col-
lect data. Meanwhile, China has introduced a 
system of  social credit unimaginable to Eu-
ropeans, which allows people to be assessed 
and exhaustively evaluated. Each must be 
assessed as a result of  their social conduct. 
In China, there is no moment in everyday 
life that is not subject to observation. Each 
click, each purchase, each contact, each ac-
tivity on social networks is controlled. Who-
ever crosses the red light, whoever has con-
tact with critics of  the regime and whoever 
makes critical comments on social networks 
loses points. Life, then, can become very 
dangerous. On the contrary, those who buy 
healthy food online and read newspapers 
that support the regime earn points. Those 
who have enough points get a travel visa and 

cheap credits. On the contrary, those who fall 
below a certain number of  points may lose 
their job. In China, this social surveillance 
is possible because there is an unrestricted 
exchange of  data between Internet and cell 
phone providers and the authorities. There 
is practically no data protection. In the Chi-
nese vocabulary there is no term for “private 
sphere”.43 (Translation our own)

In Israel, although the previously men-
tioned HaMagen app is offered for download 
on a voluntary basis, the country has de-
ployed its domestic security service, Shin 
Bet, to track and monitor the location of  
individuals without their consent in order 
to curb virus contagion. The contact-trac-
ing program, which relies on cellphone sur-
veillance, was halted by the country’s High 
Court in April 2020 after identifying severe 
violations to privacy rights44; although the 
Israeli government argued that the emer-
gency measures were necessary, and that an 
app would be useless to track the country’s 
ultra-Orthodox community, who don’t own 
smartphones, the legal ruling determined 
that a privacy-compliant alternative should 
be sought.45 Two months later, the Knesset, 
Israel’s Parliament, passed a law authorizing 
Shin Bet to continue tracking.46 The country 
lacks modern privacy protection legislation 
and has an “ inherent tendency” of  resorting 
to security forces in emergency situations47, 
which increases the threat government sur-
veillance poses to individual liberties. Among 
the assessed countries, intelligence agencies 
were involved in data collection and tracking 
in Israel and China only.48

Altshuler and Hershkovitz reflect on the 
motivations and consequences of  the mass sur-
veillance employed by Israel and other coun-
tries with authoritarian tendencies:

Countries such as China and Russia saw the 
pandemic as a golden opportunity to expand 
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the state’s coercive powers over citizens and 
to use technology in order to identify, track, 
acquire knowledge, and intimidate. When the 
pandemic dies down, they will find some oth-
er excuse, and the heightened surveillance 
will continue. In Israel, too, the decision-
makers’ obstinate insistence on continued 
use of  the GSS [General Security Service] 
and rejection of  alternatives corroborate the 
claims about the slippery slope whose bot-
tom is unpredictable. In addition, Israel finds 
itself  in the company of  illiberal democra-
cies such as Poland, Turkey, Bulgaria, and 
Hungary, which exploited the coronavirus in 
order to strip people of  their civil rights and 
to ignore their parliaments and courts. 

Furthermore, serious security flaws and 
highly intrusive surveillance have been identi-
fied in other countries. A recent survey by Am-
nesty International has reviewed contact trac-
ing apps from Europe, Middle East and North 
Africa and performed a detailed analysis on 
softwares from Algeria, Bahrain, France, Ice-
land, Israel, Kuwait, Lebanon, Norway, Qatar, 
Tunisia and the United Arab Emirates, ranking 
them on their respect for users’ privacy. The in-
ternational organization has highlighted the 
threat posed by the highly invasive surveillance 
tools deployed by the apps BeAware Bahrain, 
developed by the Bareinite government, Shlon-
ik, deployed by Kuwait, and Smittestopp, Nor-
way’s official contact-tracing app, all of  which 
track users’ location in real time through GPS 
monitoring uploaded to a centralized server.49 
The Norwegian government has currently 
halted usage of  Smittestopp.50 

Amnesty International has also iden-
tified a serious security breach in the Qatari 
EHTERAZ app, which “would have allowed 
cyber attackers to access highly sensitive per-
sonal information, including the name, nation-
al ID, health status and location data of  more 
than one million users”51; after the alert, the 
government has fixed the flaw. The organisa-
tion has criticized governments for rushing the 

deployment of  contact-tracing apps which are 
“often poorly designed and lack privacy safe-
guards”52, echoing concerns voiced by data pri-
vacy researchers and activists worldwide.

5 On the effectiveness of  contact 
tracing apps

Researchers from University College 
London have conducted a systematic review53 
in order to assess the effectiveness of  automat-
ed and partly automated contact-tracing sys-
tems in controlling the spread of  COVID-19, 
which identified 4036 studies, 110 of  which 
were reviewed and 15 of  which were includ-
ed in the final analysis and quality assessment, 
and was published online in August 2020. The 
review’s primary and secondary outcomes were 
the number or proportion of  contacts (or sub-
sequent cases) identified, and indicators of  out-
break control, uptake, resource use, cost-effec-
tiveness and lesson learnt. In this topic, we will 
explore their main findings.54 

Firstly, modelling studies have shown 
that the efficacy of  automated contact-tracing 
such as the one performed by apps is dependent 
on two factors, the first of  which is population 
uptake; a large percentage must download and 
allow such apps to collect their data – studies 
estimates range from 56% to 95% of  the pop-
ulation. The second factor is timeliness of  the 
quarantining of  potentially exposed close con-
tacts.55 The researchers note that false posi-
tive and false negative events can be influenced 
by factors such as the use of  personal protec-
tive equipment. ventilation levels, and sepa-
ration by screens or walls unidentified by the 
location-monitoring technology. Further re-
al-world data is required in order to assess the 
extent of  the effect of  these factors.56

Regarding the effectiveness of  system 
architectures, Braithwaite et al indicate that

Decentralised automated contact-trac-
ing systems benefit from Apple and Goo-
gle’s support, meaning that interoperability 
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between countries with such apps is likely to 
be more straightforward than between coun-
tries that use centralised systems. However, 
a study reported that centralised systems as-
sess transmission risk more accurately (re-
ducing the number of  people quarantined), 
enable better optimisation, are less suscep-
tible to false reports, and are more readily 
evaluated.57

The researchers refer to academic stud-
ies on the risks automated contact tracing could 
pose if  data is breached or misused, including in-
creased surveillance and erosion of  public trust, 
but alert that considerations of  privacy and on 
trade-offs between privacy and utility are not in 
the scope of  the systematic review.

Furthermore, different studies bring 
up concerns over digital exclusion, although 
these issues are not currently well quantified. 
Especially in low income countries, vulnera-
ble groups which may be more at risk of  in-
fection from COVID-19 may also be less likely 
to own smartphones than the general popula-
tion. Contact-tracing apps would therefore be 
less able to reduce transmission risks in these 
circles, potentially amplifying their risks.58 Al-
though noting the scarcity of  empirical stud-
ies of  fully automated contact tracing, the au-
thors have identified no empirical evidence of  
the effectiveness of  automated contact tracing 
regarding identification of  contacts or trans-
mission reduction. This is not to say, of  course, 
that contact tracing apps or other forms of  au-
tomated contact tracing are not effective; but, 
merely, that its potential effectiveness has not 
been established as of  yet.

The researchers list essential questions 
which should be investigated by scientists and 
pondered by policymakers before deploying 
contact-tracing apps. These issues include

[...] whether concerns around public ac-
ceptability and privacy have been adequate-
ly addressed, with appropriate public con-
sultation; how an automated system will be 

integrated with other contact-tracing and 
disease control strategies, in consultation 
with public health experts; and, perhaps 
most importantly, whether it is likely to be 
effective, cost-effective, and equitable in that 
context.59

Furthermore, if  such apps or systems 
are deployed, it is essential that they are rigor-
ously evaluated, “including through large-scale 
prospective studies of  effectiveness, technical 
and equity dimensions”, as well as “qualitative 
studies to improve the understanding of  key 
social and behavioural dimensions of  app use 
and adherence.”60

6 Conclusion
In this article, we have examined the 

current context of  rising government surveil-
lance and digital authoritarianism. Shoshana 
Zuboff ’s surveillance capitalism helps us under-
stand how user data and information is used 
not only to predict our wants and needs, but 
to nudge user behaviour into more profitable 
outcomes for private enterprise. Also, digi-
tal authoritarianism is a dangerous trend on 
the rise among governments, especially those 
with stronger authoritarian tendencies. Mon-
itoring and surveillance is often used to curb 
dissent and persecute political opponents, and 
other technological tools are employed to pre-
dict and make policy decisions around relevant 
social, political and economic issues without 
the appropriate transparency or consent. In the 
context of  the coronavirus pandemic, the im-
portance of  contact tracing in order to prevent 
virus transmission has become clear and, due 
to the challenges posed by manual or analog-
ic contact tracing, governments have sought 
out automatized solutions. Since the automa-
tized contact tracing process is based on loca-
tion monitoring, these tools carry severe im-
plications for user data privacy and individual 
liberties.

We examine key features of  contact 
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tracing apps such as system architecture and 
data managing, and offering some consid-
erations regarding effectiveness and priva-
cy implications. The impossibility of  produc-
ing a sufficiently precise proximity estimation 
is highlighted as a major obstacle. Relying on 
a study by Tehilla Shwartz Altshuler and Ra-
chel Aridor Hershkovitz, we comment on the 
variety of  surveillance methods employed by 
states holding different positions at the Free-
dom House Democracy Index. While tougher 
data privacy laws and regulations tend to dis-
courage more intrusive surveillance in Europe, 
countries like China and Russia have increased 
vigilance and monitoring during the pandem-
ic, intensifying threats to individual liberties 
and privacy. Countries like South Korea and 
Taiwan have also adopted mandatory surveil-
lance methods, while Israel has resorted to its 
domestic security service to track and monitor 
its citizens’ locations, despite a Supreme Court 
ruling which ordered the program’s halt due to 

severe violations to privacy rights. 
A systematic review conducted by re-

searchers from University College London and 
published in August 2020 has examined thou-
sands of  studies on automated contact trac-
ing in curbing the spread of  COVID-19 and 
found no empirical evidence of  its effectiveness 
thus far. More studies are necessary in order 
to better understand the impact of  these pol-
icies. Any kind of  location data collection and 
storage will pose some degree of  risk to data 
privacy, and the hastiness with which many 
governments have implemented new technol-
ogies for monitoring and surveillance greatly 
increases these risks. We understand that fur-
ther investment in automated contact tracing 
and its necessary surveillance and monitoring 
technologies should not be pursued while its 
effectiveness for epidemiological purposes is 
unclear, and the threat it poses to user privacy, 
individual liberties, and democratic strength-
ening is visible and well-documented.
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